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SECUREPOINT MAIL SECURITY

Email security for businesses
Securepoint Mail Security makes emails
secure. Malware, ransomware, executa-
ble macros, and other critical content are
identified and rendered harmless by intel-
ligent, cloud-based services before they
are delivered to the mailbox. Links contai-
ned in emails are rechecked when cli-
cked to detect delayed attacks. If an
email is not clearly good or bad, the inte-
grated sandbox allows attachments and
links to be tested in a secure environment.
Thanks to S/MIME certificates, outgoing
emails are securely encrypted and clearly
certified.

Mail Security features

e Cloud-based protection against
viruses and Trojans

e Adaptive, sophisticated anti-spam
concepf

e Realtime protection with top
detection rate

* Multi-stage, behavior-based analysis

e  Multiple analysis of links contained

* Integrated sandbox for suspicious
content

e Encryption and signing of emails
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Mail Security protects mailboxes
and servers

This involves the use of sophisticated, self-
learning algorithms that constantly scan
for the latest threats and update themsel-
ves. This enables fraudulent phishing
emails in particular to be identified and
employees to be protected against social
engineering.

This inspection takes place on the
mail server prior to delivery. Mail
Security thus also protects compa-
nies from DDoS attacks and redu-
ces internal traffic.

Highlights at a glance

e Seamless integration into M365
environments
Easily scalable for companies of

all sizes

Available as a cloud solution
Customizable admin interface
Multi-tenant capable

Clear cost structure
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